Priceline is a leading online travel planning and booking
platform for flights, hotels, cars, cruises and experiences.
The company is headquartered in Norwalk, Connecticut.

Challenge

Priceline’s website is the core of its business model and
experiences very high levels of traffic. They already had
significant defenses in place to safeguard traveler data but
wanted a solution to help streamline the ongoing process
of monitoring and controlling scripts.

Additionally, PCI DSS 4.0 introduced new requirements
which were an area of focus for Priceline to inventory,
authorize, justify, and monitor scripts and HTTP headers to

comply with requirements 6.4.3 and 11.6.1.

“HUMAN is a fantastic solution
for managing business critical
scripts, and addressing the
new PCI DSS 4.0 requirements
(6.4.3 & 11.6.1) with ease. It
not only adds another layer

of defense to our overall
security posture, but helps my
team prioritize and reduces
the need for time-intensive
manual investigations and
record-keeping activities.”

— Ayodeji Oludapo, Senior Security
Developer, Information Security Team




Solution

Priceline wanted a solution that would maintain their high quality traveler experience, automate script monitoring, and
provide additional context during investigations for their busy site reliability engineering team (SRE) without introducing
barriers to transactions. As part of an overall cybersecurity program, they deployed HUMAN Client-side Defense for its
sitewide capability to auto-discover scripts, detect changes in script behaviors, and alert the SRE team when required.
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Results

Client-side Defense helps Priceline to take a proactive and preventative approach to monitoring and managing scripts
incompliance with PCI DSS 4.0, without interrupting the business value scripts provide. By partnering with the Priceline
security team, HUMAN was able to enhance Client-side Defense to benefit all customers.

The solution provides additional context for the team, helping focus their investigations. The automated email
notifications allow them to quickly react to automatic detections and immediately start liaising with the product team

to take any necessary actions such as managing the script or making code changes.

Client-side Defense also adds an additional layer of control to Priceline’s own sophisticated defenses, allowing them to
automatically take actions such as approving scripts from trusted vendors or disabling changed behaviors of a script
until the SRE team can review it.

About HUMAN

HUMAN is trusted by the world's leading enterprises and internet platforms to prevent, detect, and respond to cyber
attacks with unmatched scale, speed, and decision precision across their advertising, application, and account
surfaces. Safequard your customer journey end to end with complete confidence by consolidating with the Human
Defense Platform.



